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Abstract

As circuits continue to scale to smaller feature sizes,
wearout and defects that could not be detected during
manufacturing test are expected to cause an
increasing number of errors in the field. Online error
detection techniques are capable of detecting at least
some of these errors as they occur. However,
recovery may be expensive, and depending on the
source of the error, the underlying problem may lead
to increasingly frequent failures over time.
Furthermore, in the case of a multi-core architecture,
additional cores may suffer from the same or similar
issues—either because of a fundamental susceptibility
in the design or because of the applications that the
user is running. In this paper, we will investigate the
diagnostic capabilities of logic implications to
pinpoint possible failure locations when an error is
detected online. We will then utilize this information
to select highly efficient test sets that can be used to
effectively test the identified suspect locations.

1. Introduction

Continued circuit scaling is contributing to great
increases in logic density in pursuit of increasing
processor performance. As a result, although
processor chips today generally contain cores
numbering in the single digits, in the future, such chips
are predicted to contain a hundred or even a thousand
cores [1]. However, circuit scaling also comes with
disadvantages. Among these is the fact that future
devices are expected to become more susceptible to
soft errors, wearout, and latent or complex defects
[2,3]. Reducing the impact of the resulting errors is a
significant challenge.

Multiple techniques have previously been
proposed to detect errors that occur during normal
circuit operation. Some of these techniques include
logic duplication and triple modular redundancy,
parity prediction, and Berger and Bose Lin codes.
Others have used high level assertions instantiated in
the hardware to determine that an error is present.

In addition to these methods, logic implications
have been proposed as an effective online error
detection technique. Logic implications encapsulate

expected relationships between the values at different
circuit sites. These relationships should always hold if
the circuit is operating correctly. Thus, if the expected
relationship is violated during circuit execution, it
indicates the presence of an error. Numerous logic
implications occur naturally in logic circuits, and
additional hardware may be added to the circuit to
check for implication violations and thus to flag the
appearance of errors.

Using logic implications for online error detection
provides several advantages. Specifically, no high-
level information regarding design intent is required
for implication identification and selection.
Furthermore, it is possible to easily tradeoff additional
error coverage against additional area overhead.

However, once an error has been flagged,
multiple courses of action can be followed in response.
For example, when a particle strike is the source of a
problem, returning to a previous checkpoint state and
re-running the corrupted instructions will likely be
sufficient to correct the problem. Particle strikes are
relatively rare, the same problem is unlikely to happen
again, and the re-execution is likely to proceed
correctly.

However, it is possible for other problems to have
caused the error. The error could be due to a latent or
complex manufacturing defect that was not detected
directly after manufacturing. Similarly, the error
could have arisen due to circuit wearout. Issues such
as hot carrier injection, NBTI, and electromigration
can all cause circuits to begin to fail over time.

Depending on the nature of the defect and its
susceptibility to noise and environmental conditions,
re-execution may or may not lead to successful and
correct completion of the desired operation.
Furthermore, even if re-execution is successful,
subsequent failures associated with the same defective
locations are increasingly likely. In fact, in a multi-
core system, other cores in the system may also suffer
from similar problems—especially if the underlying
source of the error is related to an underlying
susceptibility in the design or in the way the device is
being operated by the end user.

In such cases, identifying that a particular core is
likely to cause future failures is valuable. Thus, in



addition to simply re-executing the offending
sequence on the same core or a different core, it would
also be very useful to eventually apply a test pattern
sequence to each of the cores in the design to identify
whether or any of the other cores is also beginning to
suffer from this problem. If so, those cores could be
taken offline and (if possible) replaced with working
spares.

However, to maximize the effectiveness and
minimize the cost of the applied tests, the test set
should satisfy three significant characteristics.
Specifically, it should:

e Focus on those areas of the circuit that could
have caused the original error.

e Provide multiple detections of faults within
the area of interest to thoroughly test for
defects associated with those faults.

e Be very short to reduce the amount of time,
power, and congestion involved in sending
the test set to each core and applying it.

In this work, we will show that using logic
implications for online error detection and test set
selection satisfies these requirements, and thus they
are particularly wuseful for this application.
Specifically, because any given logic implication only
covers a subset of the circuit, knowledge of which
implication has failed provides automatic diagnostic
information that can be used to generate or select an
appropriate test set to apply to each core that will be
tested.

Thus, this paper will investigate the ability of
implications to provide the diagnostic information
required for appropriate fault targeting. It will then
explore the ability to generate very short and effective
test sets targeted to those portions of a circuit that have
been identified as the likely source of an online error.

Section 2 describes some related work in online
error detection and test.  Section 3 introduces
background work on logic implications and shows
how they can be used for online error detection.
Section 4 explores the capability of using these
implications for automatic on-chip diagnosis of
observed errors. Sections 5 and 6 describe our test set
selection algorithm. Section 7 presents some
experimental results, and Section 8 provides some
conclusions.

2. Related Work

Many researchers have investigated techniques
for online error detection. In general, these techniques
generally introduce some type of redundancy in
information to the circuit. One of the most effective

and well-known techniques is logic duplication or
triple modular redundancy (TMR). In the case of
TMR, three copies of the circuit are run in tandem and
their results compared [4]. Of course, while highly
effective, this scheme is very expensive in area and
power overhead.

As an alternative, different coding techniques
such as parity, Berger, and Bose Lin codes have also
been studied for many years [5-11]. Yet, these
methods often have relatively high overhead as well.
As a result, some researchers have developed
techniques for identifying which parts of the design
are most likely to cause errors as well as those that are
most likely to cause serious (as opposed to
inconsequential) errors Then, only the critical portion
is protected so that the overall cost can be reduced
[12-14].

Other online error detection schemes check a
portion of the input space. For example, in Built-In
Concurrent Self Test (BICST), hardware is added to
predict the appropriate response to a set of pre-
computed test vectors. The Reduced Observation
Width Replication (ROWR) scheme is similar to
BICST and improves on that approach, reducing the
hardware overhead by only checking the minimum
required output values.

Others have taken high level assertions originally
found for design verification and have implemented
them in hardware—allowing them to be used for
online error detection as well [15,16]. In addition,
logic implications identified at the gate level have
been proposed as a means for detecting errors online
[17-19]. As already stated, these implications require
no knowledge of designer intent and allow for easy
tradeoffs of coverage and overhead. In this paper, we
will propose a new use for these implications—as a
source of online diagnostic data for on-chip test set
selection.

Test patterns applied on chip have been studied
for many years with respect to built-in self test (BIST)
methodologies. These methods use on-chip hardware
to generate pseudo-random or weighted random
patterns on chip (e.g. [20,21]). Others have studied
approaches that combine BIST and deterministically
generated ATPG patterns to obtain better coverage
more efficiently than can be achieved with pseudo-
random patterns alone (e.g. [22-25]).

Online test and sensing has also been proposed for
circuit failure detection and prediction due to wearout
and aging. One of the most recent entries into this
arena is CASP (Concurrent Autonomous Chip Self-
Test Using Stored Test Patterns) [26]. Here, the
authors propose storing structural scan patterns on a
hard disk or in flash memory and then applying the
stored patterns to one or more cores in a system
concurrently with the normal operation of that system



so that no downtime is experienced. This work was
extended in [27], which proposed the use of
virtualization and hardware-software co-design to
enable the concurrent testing of cores.

In this paper, we will we will take advantage of an
important characteristic of logic implications—their
ability to automatically identify a restricted set of
faults as the potential cause of an observed error. This
information will then be used to choose an appropriate
test set to apply to each core to detect latent defects or
wearout both in the original core and other identical
cores.

3. Logic Implications for Online Error
Detection

Logic implications are relationships that are expected
to always hold between different sites in a digital logic
circuit. Obviously, such relationships naturally exist
across logic gates. For example, consider the NOR
gate shown in Figure la. A logic 1 on input x implies
that output z is equal to 0. Thus, we can say that: x =
1 = z=0. Similarly, if z is equal to 1, this implies
that x must be equal to zero. If these relationships
don’t hold for some input combinations, the gate is not
acting as a NOR, and thus an error must be present.

(@) (b)
Figure 1: Implication example

However, checking such an implication online would
only allow us to check for faults associated with this
single gate. Fortunately, implications with a much
larger distance between implication sites also naturally
occur in circuits. For example, consider the circuit
fragment in Figure 1b. In this figure, an implication
exists due to the presence of reconvergent fanout.
Specifically, if b is equal to 1, this implies that f (the
output of the NAND gate) must equal 0. Similarly, if f
is equal to a logic 1, then this implies that site b must
be equal to 0.

In the simplest case, we can check that this
relationship holds at runtime by inserting a single
additional gate—in this case an AND gate into the
circuit. The output of the AND gate equals 1 when
both b and f are equal to 1, a situation that should
never occur if the circuit is operating correctly.

If we insert checking hardware to verify that logic
implications hold at runtime, it is possible to detect
multiple errors. For example, in this case, faults bl
sa0, b2 sa0, d sa0, e sa0, and f sal (before the fanout
branch) may all be detected for at least some input
combinations.

Because including all possible implications in
online checker logic would lead to unacceptable
overhead, only the best implications should be
selected for inclusion in the checker logic. In [17-19],
a series of procedures were described that enable the
identification and selection of an appropriate
implication subset to maximize online error detection
subject to a given hardware overhead constraint. In
that work, it was shown that over 50% error coverage
could be achieved with only 10% hardware overhead
for some circuits.

4. Implications for Automatic Online
Diagnosis

From the discussion regarding Figure 1, it should
be obvious that a given implication will cover only a
subset of all faults in a circuit. In fact, the faults that
may be covered are directly related to the spatial
locations of the implication sites and the underlying
source of the site value relationship.

Specifically, there are three primary circuit
structures that lead to logic implications:

1. A logic implication may arise from
reconvergent fanout. In this case, some faults
along paths from the fanout stem to the point
of reconvergence may be detectable by the
implication.

2. A logic implication may arise from divergent
fanout where the implication sites are
downstream from the fanout branch. In this
case some faults along paths from the
implication points to their common ancestor
may be detectable by the implication.

3. A logic implication may arise along a direct
path, where a particular logic value at the
upstream site implies controlling values at
each gate on the path to the second
implication site. In this case, some faults
along the path may be detectable by the
implication.

In the previous work described in [17,18], the
error signals from each individual implication were
OR’ed together to generate a single error signal.
Unfortunately, this single error signal does not provide



much information regarding which faults are good
candidates for having caused the failure. However, if
we can identify which implication was violated, we
can obtain much better diagnostic resolution.

Thus, we propose a modification to the checker
logic design. Specifically, we propose to have each
implication check gate feed into a flip-flop. On a
failure, the values in the flip-flops can be read,
allowing us to determine which implication had failed.
This will automatically pinpoint a subset of the circuit
that could have caused the error.

To see the overall impact of this, several
experiments were run on ISCAS ’85 benchmark
circuits. First, a set of valid implications in the circuit
were identified using logic simulation and a SAT
solver as described in [19]. However, as already
mentioned, a full implication set is much too large to
instantiate in checker hardware. Thus, only the
implications that do the best job of covering faults
should be included. Thus, as described in [19], we
selected a subset of valuable implications where the
number of implications included were limited to a
particular area overhead—in this case 10%, 20% or
30% of the overall circuit area. (Note: these
overheads do not include the additional flip-flops we
will insert to determine which implication failed.
Thus, the implication set is identical to that in [19].)
To determine which faults were detected by each
implication, we fault-simulated each circuit with a 20-
detect ATPG test set created with Mentor Graphics
FastScan. Any time a fault was detected by an
implication, it was permanently associated with that
implication. It is also possible for a fault to be
associated with more than one implication. (Note that
a more exact method would perform an exhaustive
analysis. Thus, in the future, we also intend to
investigate using a SAT solver to create our
fault/implication association list.)

Table 1: Number of Faults Detected by Each
Implication for 10% Area Overhead

Table 2: Number of Faults Detected by Each

Implication for 20% Area Overhead

Circuit Average Max Min
c432 50.0 317 3
c499 7.1 16 3
c880 5.8 28 2

c1355 4.8 17 2
c1908 34.8 234 3
c2670 71.0 1440 2
c5315 4.3 38 1

Table 3: Number of Faults Detected by Each

Implication for 30% Area Overhead

Circuit Average Max Min
c432 42.0 317 2
c499 7.7 16 3
c880 5.7 28 2

c1355 5.2 17 2
c1908 32.9 234 3
€2670 64.8 1444 2
c5315 3.9 38 1

Circuit Average Max Min
c432 80.6 317 3
c499 6.7 16 4
c880 5.1 17 2

c1355 4.0 17 2
c1908 45.3 234 4
€2670 103.9 1440 3
c5315 5.5 38 1

The results of these experiments can be found in
Tables 1-3. As one can see, the percentage of all
faults covered by an implication varies significantly
from implication to implication and from circuit to
circuit. However, in all cases, the portion of the
circuit covered by an implication is much smaller than
the circuit as a whole.

5. Test Set Selection

To take advantage of the results obtained in
Section 4, we have developed a test set selection
procedure that can be easily implemented on-chip.
This final test set should meet several requirements:

e The test set to be applied should thoroughly
test the area of interest. As a result, we want
multiple detections of each fault that could
have caused the initial implication violation.

e The test set applied should be very short.
This reduces the amount of data that must be
transferred across the chip to each core—
reducing power and (in a network-on-chip
environment) network congestion. It also
reduces the overall time required to apply the
test and the amount of time that the core
under test must be offline.



e The test selection procedure should be
efficient and require minimal additional data
or computation.
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Figure 2: On-Chip Test Selection Procedure

Our overall on-chip test selection procedure is
shown in Figure 2. Specifically, a test superset is
stored in memory. This could be a flash memory or
some other form of non-volatile memory. Also stored
in memory would be an array containing information
regarding which patterns are associated with each
implication. Intuitively, if'a pattern is selected as part
of the test set to run when a particular implication
fails, that test pattern should be able to do a good job
of detecting at least some of the faults that were
associated with the implication. Thus, when an error
is detected during normal operation, the failing
implication will be identified, and the corresponding
implication assignment list will be used to fetch the
test patterns to be applied as a part of each test set.

For example, in Figure 2, the implication
signature shows that the second implication has failed.
The patterns associated with that implication in the
implication assignment list are 0, 1, and n. Thus,
patterns 0, 1, and n will be included in the test set to be
applied now and whenever the 2™ implication
registers a failure.

6. Creating the Implication Assignment
Table

The implication assignment table must be created
so that each test set satisfies the principles discussed
earlier to the largest extent possible. We start by

creating a large superset of test patterns to select from.
In this paper, we begin by creating a 15-detect test set
with Mentor Graphics FastScan. This will become the
Test Superset that will be stored in memory.

Next, we choose an implication i in the list and
determine which faults it can potentially detect. Each
fault in the original fault list is given a weight:

Weight;; = 0, if fault j cannot be detected by imp i
= 1, if fault j can be detected by imp i

To save subsequent processing time, we then remove
all faults with a weight of 0 from the fault list
considered for implication i. Then, each pattern p is
assigned a score based upon the faults it detects:

num faults
Score, = Z Weight, ; - Detected

J=1

where, Detected; can be obtained from a fault
dictionary and is equal to 0 if pattern p does not detect
fault j and 1 otherwise. Once the score for every
pattern is obtained, the pattern with the highest score
is added to the pattern set for implication i.

However, while multiple detections of a fault are
valuable, the first detection of a fault tends to be much
more valuable than the second for defect detection.
Similarly, the second detection is more valuable than
the third. In the past, this decrease has been shown to
follow a decreasing exponential function with a time
constant 7 [28]. Thus, once a pattern is chosen, the
weights of all the faults detected by that pattern are
updated with the following equation:

—#det/
Weight, ,(p +1) = Weight, ,(p)-e '*

In this equation, Weight; (p) represents the weight that
was used for fault j when pattern p was chosen for the
test subset. In addition #det; represents the number of
times that fault j has been detected by patterns that
have been added to the test subset. Once the new
weights are obtained, the score for each pattern
remaining in the superset is re-calculated. = The
unselected pattern with the highest score is then added
to this implication’s test pattern assignment list. The
process repeats until the desired number of patterns
are included in the list. Then the same procedure is
followed for each of the other implications.

7. Experimental Results

To evaluate the ability of our chosen procedure to
create good test sets for the faults identified by an
implication, we created test sets for ¢432 and c499. In



each case, a 15-detect superset was initially created
using Mentor Graphics FastScan. The value of T was
chosen to be 0.5, and the number of patterns to be
applied on each implication failure (i.e. the number of
patterns in the subset) was set to 20. (Note that this is
less than the absolute minimum required for a 100%
fault coverage test set for c432 [29]. The results can
be seen in Figures 3 through 8.
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Figure 3: Average Number of Detections for Suspect
Faults in c432.
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Figure 4: Minimum Number of Detections for Suspect
Faults in c432
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Figure 5: Maximum Number of Detections for Suspect
Faults in c432.
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Figure 6: Average Number of Detections for Suspect
Faults in c499
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Figure 7: Minimum Number of Detections for Suspect
Faults in c499
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Figure 8: Maximum Number of Detections for Suspect
Faults in c499.

Each figure shows the results from implications
up to 30% overhead where the implications are sorted
in the order in which they are added to the implication
set. Thus, the first third of each chart represents the
data from the implications corresponding to an
overhead of roughly 10%. The first two-thirds



correspond to implications corresponding to an
overhead of roughly 20%, etc.

It is clear from the graphs that numerous
detections can be achieved of many faults for all
implications. In general, the average number of fault
detections varies between 4.3 and 20 depending on the
implication and circuit. For a few cases in c432,
however, the chosen test set misses a few of the faults
that could have caused the implication to fail (i.e.
faults in the suspect fault list) and the minimum
number of fault detections is equal to 0. We believe
that this is due to the fact that some of the implications
in ¢432 can potentially detect a very large number of
faults. Thus, while those implication are good for
online error detection, they provide low diagnostic
resolution, and it is difficult to detect so many faults
with such a small test set. Adding a few “top-off”
patterns would enable these faults to be detected at
least once. This problem does not occur in c499
because each implication generally detects faults in a
much smaller area of the circuit. Furthermore, there is
a significant amount of symmetry in c499 related to
the implications that exist and the faults that are
detected. Thus, many of the implications exhibit
similar behavior.

8. Conclusions

In this paper, we have described a method for
identifying the probable locations of errors in circuits
protected by logic implications. We have shown that
because logic implications can only cover a limited
area of the circuit, they can often provide good
diagnostic information when a failure occurs.

Furthermore, once the possible fault locations
have been identified, those locations can be explicitly
targeted for subsequent online testing. We have
presented a method for choosing a subset of test
patterns from a superset stored in memory based
merely upon which implication caused the failure.
Such test sets can be very short and yet can generally
detect every targeted fault multiple times—thoroughly
testing the areas of interest. In those cases where less
diagnostic resolution is possible because an
implication can detect many faults, a slight increase in
the overall size of the test set may be necessary to
obtain good coverage.

Future work will investigate combining
information across implications to obtain additional
diagnostic information, the excitation balance attained
by the chosen test sets, and additional fault models.
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